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INTRODUCTION  
Bank Secrecy Act 

(BSA)/Anti-Money Laundering (AML) Examination Manual

Structure of Manual 

  

  

  

  

  



 

 

  

  

  

  

  

 

 

 

 

 

 



  

Background 
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Role of Government Agencies in the BSA 



 

  



 

  



 

  

Interagency Statement on Enforcement of Bank Secrecy Act/Anti-
Money Laundering Requirements 

Money Laundering and Terrorist Financing 



 

  

Placement.  

Layering. 

Integration. 



  

Criminal Penalties for Money Laundering, 
Terrorist Financing, and Violations of the BSA 



  

Civil Penalties for Violations of the BSA 

Id. 

Id. 



 

 

 

 

 

 

 

  

CORE EXAMINATION OVERVIEW 
AND PROCEDURES FOR ASSESSING 
THE BSA/AML COMPLIANCE 
PROGRAM 

Scoping and Planning — Overview 
Objective. Identify the bank’s BSA/AML risks, develop the examination scope, and 
document the plan. This process includes determining examination staffing needs and 
technical expertise, and selecting examination procedures to be completed. 

  

  

  

  

  

  

Review of the Bank’s BSA/AML Risk Assessment 



 

  

  

  

  

Independent Testing 

Examination Plan 

 

 

 

 



  



 

 

 

 

  

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

Examination Procedures 
Scoping and Planning 

Objective. Identify the bank’s BSA/AML risks, develop the examination scope, and 
document the plan. This process includes determining examination staffing needs and 
technical expertise, and selecting examination procedures to be completed. 

  

  

  



 

 

 

 

 

 

 

 

 

 

 

  

 
 

  

  



 

 

 

 

 

  



 

  

BSA/AML Risk Assessment — Overview 
Objective. Assess the BSA/AML risk profile of the bank and evaluate the adequacy of the 
bank’s BSA/AML risk assessment process. 



  

Evaluating the Bank’s BSA/AML Risk Assessment 



 

 

 

 

 

 

 

 

 

 

 

 

 

  

Products and Services 

  

  

  

  

  

  

  

  

  

  

  

  

Customers and Entities 
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Geographic Locations 



 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

Country Reports on Terrorism



 

 

 

 

 

 

                                                                                                                                                                             

  

 

 

 

 

 



 

  

Developing the Bank’s BSA/AML Compliance Program 
Based Upon Its Risk Assessment 

Bank’s Updating of the Risk Assessment 



 

 

 

 

 

 

 

 

 

  

Examiner Development of a BSA/AML Risk 
Assessment 

  

  

  

  

  

  

  

  

  



 

 

  

 

 

Examiner Determination of the Bank’s 
BSA/AML Aggregate Risk Profile 



 

 

 

  

Examination Procedures 
BSA/AML Risk Assessment 

Objective. Assess the BSA/AML risk profile of the bank and evaluate the adequacy of the 
bank’s BSA/AML risk assessment process. 

  

   
 

  



 

  

BSA/AML Compliance Program — Overview 
Objective. Assess the adequacy of the bank’s BSA/AML compliance program.  
Determine whether the bank has developed, administered, and maintained an effective 
program for compliance with the BSA and all of its implementing regulations. 

 



 

 

 

 

 

 

 

 

  

  

  

  

Internal Controls 

  

  

  

  

  



 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

The above list is not designed to be all-inclusive and should be tailored to reflect the 
bank’s BSA/AML risk profile.  Additional policy guidance for specific risk areas is 
provided in the expanded sections of this manual. 

Independent Testing 



 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  



 

 

  

 

 

BSA Compliance Officer 



  

Training 



 

 

 

 

 

 

 

Examination Procedures  
BSA/AML Compliance Program  

Objective. Assess the adequacy of the bank’s BSA/AML compliance program.  
Determine whether the bank has developed, administered, and maintained an effective 
program for compliance with the BSA and all of its implementing regulations. 

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

Risk Assessment Link to the 
BSA/AML Compliance Program 

  

Internal Controls 
  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Independent Testing 
  

  

  

 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

BSA Compliance Officer 



 

 

 

 

 

 

 

 

 

 

 

 

Training 

Transaction Testing 



 

 

 

 

 

 

 

 

 

Preliminary Evaluation 



 

  

Developing Conclusions and Finalizing the  
Examination — Overview  

Objective. Formulate conclusions, communicate findings to management, prepare 
report comments, develop an appropriate supervisory response, and close the 
examination. 

Systemic or Recurring Violations 



 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

Isolated or Technical Violations 

  

  

  



 

 

  

  

  



 

 

 

 

 

 

 

 

 

  

Examination Procedures  
Developing Conclusions and Finalizing the Examination 
Objective. Formulate conclusions, communicate findings to management, prepare 
report comments, develop an appropriate supervisory response, and close the 
examination. 

Formulating Conclusions 
  

 
 

All relevant determinations should be documented and explained. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Determine the Underlying Cause  
  

 
 

 
 

 
 

 
 

  

Discuss Findings With Examiner in Charge and 
Identify Necessary Action 

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

  

Preparing the BSA/AML Comments for the 
Report of Examination 

  

The examiner does not need to provide a written comment on every one of the 
following items 6 through 13.  



 

 

 

 

 

 

 

 

 

 

  

  

  

  

 
 

  

 



 

  

  

CORE EXAMINATION OVERVIEW 
AND PROCEDURES FOR 
REGULATORY REQUIREMENTS 
AND RELATED TOPICS 

Customer Identification Program —  
Overview  

Objective. Assess the bank’s compliance with the statutory and regulatory requirements 
for the Customer Identification Program (CIP). 

 

Frequently Asked Questions Related to Customer Identification Program Rules



 

 

 

 

 

 

  

  

  

  

  

  

  



 

 

 

 

  

Customer Information Required 

 

 

 

 

Customer Verification 



  



 

 

 

 

 

 

  

  

  

  

  

Recordkeeping and Retention Requirements 

  

Frequently Asked Questions Related to Customer Identification Program Rules



 

  

 

  

  

  

Comparison With Government Lists 

Adequate Customer Notice 

Reliance on Another Financial Institution 

  



 

 

 

                                                                                                                                                                             

  

  

  

  

Use of Third Parties 

Other Legal Requirements 



 

 

 

 

 

 

 

Examination Procedures  
Customer Identification Program  

Objective. Assess the bank’s compliance with the statutory and regulatory requirements 
for the Customer Identification Program (CIP). 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

Transaction Testing 
 

 
 

 

  
 



 

 

 

 

 

 

 

 

 
 



 



 

 

 

 

 

 

 

 

Customer Due Diligence — Overview 
Objective. Assess the appropriateness and comprehensiveness of the bank’s customer 
due diligence (CDD) policies, procedures, and processes for obtaining customer 
information and assess the value of this information in detecting, monitoring, and 
reporting suspicious activity. 

  

  

  

Customer Due Diligence Guidance 

  

  

  



 

 

 

 

 

Enhanced Due Diligence for Higher-Risk Customers 



 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

 

  

  

  

  

  

  

  



 

Examination Procedures 
Customer Due Diligence 

Objective. Assess the appropriateness and comprehensiveness of the bank’s customer 
due diligence (CDD) policies, procedures, and processes for obtaining customer 
information and assess the value of this information in detecting, monitoring, and 
reporting suspicious activity. 

 

 

 

 

Transaction Testing 
 

 



 

 

 

 

 

  

 

 

Suspicious Activity Reporting — Overview 
Objective. Assess the bank’s policies, procedures, and processes, and overall 
compliance with statutory and regulatory requirements for monitoring, detecting, and 
reporting suspicious activities. 

  

  

  

  



 

Safe Harbor for Banks From Civil Liability for 
Suspicious Activity Reporting 

Systems to Identify, Research, and Report 
Suspicious Activity 



 

 

 

 

 

 

 

 

 

Identification of Unusual Activity 



 

 

 

 

 

  

  

  

The SAR Activity Review – 
Trends, Tips & Issues

et seq. 

The SAR Activity Review — Trends, Tips & Issues



 

 

 

Currency activity reports.  

  

  



 

 

 

  

  

Funds transfer records. 

Monetary instrument records. 



 



 

Managing Alerts 



 

SAR Decision Making 

The SAR 
Activity Review — Trends, Tips & Issues



 

 

 

 

 

 

  

  

  

The SAR Activity Review — 
Trends, Tips & Issues

Requests by Law Enforcement for Financial Institutions to Maintain Accounts,



 

 

 
 

 

 

SAR Completion and Filing 

The SAR Activity Review — 
Trends, Tips & Issues

The SAR Activity Review — 
Trends, Tips & Issues

SAR Activity Review — Trends, Tips, and Issues, 
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The SAR Activity Review — Trends, Tips & Issues

Suspicious Activity Report Supporting Documentation,

The SAR Activity Review—Trends, Tips & Issues, 



 

 

 

 

 

   

 

  

  

  

  

  

Interagency Guidance on Sharing Suspicious Activity Reports with Head Offices and Controlling 
Companies



 

 

 

 

 

 

 

 

 

 

Examination Procedures  
Suspicious Activity Reporting  

Objective. Assess the bank’s policies, procedures, and processes, and overall 
compliance with statutory and regulatory requirements for monitoring, detecting, and 
reporting suspicious activities. 

Identification of Unusual Activity 
 

 
 

 
 

  

  

  

  

  



 

 

 

 

 

 

 

Managing Alerts 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

SAR Decision Making 

SAR Completion and Filing 

Transaction Testing 



 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 



 

 

 

 

 

 

 

 
 



  

Currency Transaction Reporting —  
Overview  

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the reporting of large currency transactions. 

Aggregation of Currency Transactions 

Filing Time Frames and 
Record Retention Requirements 

CTR Backfiling 



  



 

 

 

 

 

 

Examination Procedures 
Currency Transaction Reporting 

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the reporting of large currency transactions. 

 

 

 

Transaction Testing 
 



 

 

 



 

 

 

 

 

 

Currency Transaction Reporting Exemptions  
— Overview  

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
exemptions from the currency transaction reporting requirements. 

Phase I CTR Exemptions (31 CFR 103.22(d)(2)(i)–(v)) 

  

  

  

  

  



 

Phase II CTR Exemptions 
(31 CFR 103.22(d)(2) (vi)–(vii)) 



 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  

  



 

 

Safe Harbor for Failure to File CTRs 



 

Effect on Other Regulatory Requirements 



  

Examination Procedures 
Currency Transaction Reporting Exemptions 

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
exemptions from the currency transaction reporting requirements. 

 

Phase I Exemptions (31 CFR 103.22(d)(2)(i)–(v)) 
 

 

Phase II Exemptions (31 CFR 103.22(d)(2)(vi)–(vii)) 

 

 

 



 

 

 

  

Transaction Testing 
 

 



 

Information Sharing — Overview  
Objective. Assess the financial institution’s compliance with the statutory and 
regulatory requirements for the “Special Information Sharing Procedures to Deter 
Money Laundering and Terrorist Activity” (section 314 Information Requests). 

Information Sharing Between Law Enforcement and 
Financial Institutions — Section 314(a) of the USA 
PATRIOT Act (31 CFR 103.100) 

Id.



 



                                                                                                                                                                             

 



 



 
   

 

 

Voluntary Information Sharing — Section 314(b) of the 
USA PATRIOT Act (31 CFR 103.110) 

Guidance on the Scope of Permissible Information Sharing 
Covered by Section 314(b) Safe Harbor of the USA PATRIOT Act, 



 



 

 

 

 

 

Examination Procedures  
Information Sharing  

Objective. Assess the financial institution’s compliance with the statutory and 
regulatory requirements for the “Special Information Sharing Procedures to Deter 
Money Laundering and Terrorist Activity” (section 314 Information Requests). 

Information Sharing Between Law Enforcement and 
Financial Institutions (Section 314(a)) 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

Voluntary Information Sharing (Section 314(b)) 
 

 

 

 
 

 



 

 

 

 

 

 

Transaction Testing 

  

  



 

Purchase and Sale of Monetary Instruments 
Recordkeeping — Overview 

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the recording of information required for the purchase and sale of monetary instruments 
for currency in amounts between $3,000 and $10,000, inclusive.  This section covers the 
regulatory requirements as set forth by the BSA.  Refer to the expanded sections of this 
manual for additional discussions and procedures on specific money laundering risks for 
purchase and sale of monetary instruments activities. 

Purchaser Verification 

Acceptable Identification 



 

 

 

 

 

 

 

 

Contemporaneous Purchases 

Indirect Currency Purchases of Monetary Instruments 

Recordkeeping and Retention Requirements 

 has a deposit account



 

 

 

 

 

 

 

 

 

                                                                                                                                                                             

 

  



 

 

  

Examination Procedures 
Purchase and Sale of Monetary Instruments  

Recordkeeping  
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the recording of information required for the purchase and sale of monetary instruments 
for currency in amounts between $3,000 and $10,000, inclusive.  This section covers the 
regulatory requirements as set forth by the BSA.  Refer to the expanded sections of this 
manual for additional discussions and procedures on specific money laundering risks for 
purchase and sale of monetary instruments activities. 

 

 

Transaction Testing 
 

 

 



  

Funds Transfers Recordkeeping — Overview 
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
funds transfers. This section covers the regulatory requirements as set forth in the BSA.  
Refer to the expanded sections of this manual for discussions and procedures regarding 
specific money laundering risks for funds transfer activities. 



 

 

 

 

 

 

 

 

 

 

 

 
                                                                                                                                                                             

  

Responsibilities of Originator’s Banks 
 

 
 

 

  

  

  

  

  

  

Payment Orders Made in Person 

 

 

 



 

 

 

 

 

 

 

 

 

  

  

Payment Orders Not Made in Person 

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

Responsibilities of Intermediary Institutions 
 

 
 

 
 

 
 

  

  

  

  

  

   

  



 

 

 

 

 

  

Responsibilities of Beneficiary’s Banks 

Proceeds Delivered in Person 

  

  

  

  

  

Proceeds Not Delivered in Person 

Abbreviations and Addresses 



  

Federal Register



 

Examination Procedures 
Funds Transfers Recordkeeping 

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
funds transfers. This section covers the regulatory requirements as set forth in the BSA.  
Refer to the expanded sections of this manual for discussions and procedures regarding 
specific money laundering risks for funds transfer activities. 

 

 

 

 

Transaction Testing 
 

 

 



 

 

Foreign Correspondent Account  
Recordkeeping and Due Diligence —  

Overview  
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
correspondent accounts for foreign shell banks, foreign correspondent account 
recordkeeping, and due diligence programs to detect and report money laundering and 
suspicious activity.  Refer to the expanded sections of the manual for discussions and 
examination procedures regarding specific money laundering risks associated with 
foreign correspondent accounts. 

Foreign Shell Bank Prohibition and 
Foreign Correspondent Account Recordkeeping 

Correspondent Banking: A Gateway for Money Laundering
Role of U.S. Correspondent Banking 

in International Money Laundering

Application of Correspondent Account 
Rules to the Presentation of Negotiable Instruments Received by a Covered Financial Institution for 
Payment, 



                                                                                                                                                                             

 
 

 
 
 

  

 

  
  

  
  
  

Annual Report of Foreign Banking Organizations



 

Frequently Asked Questions, Foreign Bank 
Recertifications under 31 CFR 103.177



 
 

 

Special Due Diligence Program for 
Foreign Correspondent Accounts 

  
    

 



 

 

 

 

 

 

 

 

  

                                                                                                                                                                             

 

 

 

  

  

  

Risk assessment of foreign financial institutions.  

  

  

  

  

  

Monitoring of foreign correspondent accounts. 

  

    
 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

  

  

  



 

 

 

 

 

Special Procedures When Due Diligence 
Cannot Be Performed 

 

 

 

 



 

 

 

 

 

 

 

 

 

Examination Procedures 
Foreign Correspondent Account Recordkeeping and  

Due Diligence  
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
correspondent accounts for foreign shell banks, foreign correspondent account 
recordkeeping, and due diligence programs to detect and report money laundering and 
suspicious activity. Refer to the expanded sections of the manual for discussions and 
examination procedures regarding specific money laundering risks associated with 
foreign correspondent accounts. 

  

Foreign Shell Bank Prohibition and 
Foreign Correspondent Account Recordkeeping 

 

 

 



 

 

 

 

 

 

 

 

 

 

Special Due Diligence Program for  
Foreign Correspondent Accounts  

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

Transaction Testing 

 
 



 

 

 

 

 

 

 

 
 



 

 

 

Private Banking Due Diligence Program 
(Non-U.S. Persons) — Overview 

Objective. Assess the bank’s compliance with the statutory and regulatory requirements 
to implement policies, procedures, and controls to detect and report money laundering 
and suspicious activity through private banking accounts established, administered, or 
maintained for non-U.S. persons. Refer to the expanded sections of the manual for 
discussions and examination procedures regarding specific money laundering risks 
associated with private banking. 

Private Banking Accounts 

  

  



 

 

 

 

 

                                                                                                                                                                             

 

  

requires

require

  

  

  

  



 

 

 

 

 

Enhanced Scrutiny of Private Banking Accounts for 
Senior Foreign Political Figures 

  



 

 

 

   
 

 

  

  

  

Guidance on Enhanced Scrutiny for Transactions That May Involve the Proceeds of Foreign 
Official Corruption

Guidance to Financial Institutions on Filing Suspicious Activity Reports 
regarding the Proceeds of Foreign Corruption, 



 

 

 

 

 

Special Procedures When Due Diligence 
Cannot Be Performed 

 

 

 

 



 

 

 

 

Examination Procedures 
Private Banking Due Diligence Program 

(Non-U.S. Persons) 
Objective. Assess the bank’s compliance with the statutory and regulatory requirements 
to implement policies, procedures, and controls to detect and report money laundering 
and suspicious activity through private banking accounts established, administered, or 
maintained for non-U.S. persons. Refer to the expanded sections of the manual for 
discussions and examination procedures regarding specific money laundering risks 
associated with private banking. 

 

 

 



 

 

 

 

 

 

 

Transaction Testing 
 

 
 



 

 

 

 

 



  

Special Measures — Overview  
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
special measures issued under section 311 of the USA PATRIOT Act. 

Types of Special Measures 



  



 

 

 

  

  

  

  

Special Measures Guidance 



 

Examination Procedures 
Special Measures 

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
special measures issued under section 311 of the USA PATRIOT Act. 

 

 

 

Transaction Testing 
 

 

 

 

 



  

  

Foreign Bank and Financial Accounts  
Reporting — Overview  

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the reporting of foreign bank and financial accounts. 

FAQs Regarding Report of Foreign Bank and Financial Accounts 
(FBAR)



 

Examination Procedures 
Foreign Bank and Financial Accounts Reporting 

Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the reporting of foreign bank and financial accounts. 

 

 

Transaction Testing 
 

 



  

International Transportation of Currency or  
Monetary Instruments Reporting —  

Overview  
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the reporting of international shipments of currency or monetary instruments. 



  



  

Examination Procedures 
International Transportation of Currency or  

Monetary Instruments Reporting  
Objective. Assess the bank’s compliance with statutory and regulatory requirements for 
the reporting of international shipments of currency or monetary instruments. 

 

 

Transaction Testing 
 

 

 



  

Office of Foreign Assets Control — Overview 
Objective. Assess the bank’s risk-based Office of Foreign Assets Control (OFAC) 
compliance program to evaluate whether it is appropriate for the bank’s OFAC risk, 
taking into consideration its products, services, customers, entities, transactions, and 
geographic locations. 

”

et seq.



 

 

 

 

 

  

  

  

Blocked Transactions 

  

  

  

Foreign Assets Control Regulations for the Financial Community



  

Prohibited Transactions 

OFAC Licenses 



  

OFAC Reporting 

OFAC Compliance Program 



 

 

 

 

 

 

  

 

 

 

 

 

 



 

 

 

 

  

 

 

 

 

Identifying and reviewing suspect transactions.  

Using OFAC’s Hotline



 

  

Updating OFAC lists. 

Screening Automated Clearing House (ACH) transactions. 

Economic Sanctions Enforcement Guidelines. 



 
 

  

2006 
NACHA Operating Rules



 

  

 Information Technology Examination Handbook

Reporting. 

Maintaining license information.  

Information Technology Examination Handbook

Unitary Filing of Suspicious Activity and Blocking Reports
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Examination Procedures 
Office of Foreign Assets Control 

Objective. Assess the bank’s risk-based Office of Foreign Assets Control (OFAC) 
compliance program to evaluate whether it is appropriate for the bank’s OFAC risk, 
taking into consideration its products, services, customers, entities, transactions, and 
geographic locations

 

 



 

 

 

 

 

 

 

 

 

 

 

Transaction Testing 
 

 
 



 

 

 
 

 

 

 



   
  

 

  

EXPANDED EXAMINATION 
OVERVIEW AND PROCEDURES FOR 
CONSOLIDATED AND OTHER TYPES 
OF BSA/AML COMPLIANCE 
PROGRAM STRUCTURES 

BSA/AML Compliance Program  
Structures — Overview  

Objective Assess the structure and management of the organization’s BSA/AML 
compliance program and if applicable, the organization’s consolidated or partially 
consolidated approach to BSA/AML compliance. 

Compliance Risk Management Programs and Oversight at Large Banking 
Organizations with Complex Compliance Profiles,

Compliance and the compliance function in banks 



  

  

Consolidated 
Know Your Customer (KYC) Risk Management



 

 

 

 

 

  

Structure of the BSA/AML Compliance Function 

  

  

  



 

 

 

  

  

  

Management and Oversight of the 
BSA/AML Compliance Program 

Boards of directors.

Senior management. 



  

Consolidated BSA/AML Compliance Programs 



  

Suspicious Activity Reporting 



 

 

 

 

  

Examination Procedures 
BSA/AML Compliance Program Structures 

Objective. Assess the structure and management of the banking organization’s 
BSA/AML compliance program, and, if applicable, the banking organization’s 
consolidated or partially consolidated approach to BSA/AML compliance.  A BSA/AML 
compliance program may be structured in a variety of ways, and an examiner should 
perform procedures based on the structure of the organization.  Completion of these 
procedures may require communication with other regulators. 

 

 

 

 



 

 

 

 

 

 

 

 

 

  

 
 

 

 



 

 

  



 

  

Foreign Branches and Offices of U.S. Banks 
— Overview 

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks 
associated with its foreign branches and offices, and management’s ability to implement 
effective monitoring and reporting systems. 

Risk Factors 

Consolidated Know Your Customer (KYC) Risk Management



 

 

 

 

 

 

  

Risk Mitigation 

  

  

  

  

  

  



 

 

 

 

 

 

 

 

  

Scoping AML Examinations 

  

  

  

  

  

  

  

  



  



  

Examination Procedures 
Foreign Branches and Offices of U.S. Banks 

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks 
associated with its foreign branches and offices, and management’s ability to implement 
effective monitoring and reporting systems. 

 

 

 

 

 

 

 



 

 

 

 

  

 

 

Transaction Testing 
 



 

 

 

 

Parallel Banking — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with parallel banking relationships, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

Risk Factors 

Risk Mitigation 

 

 

 

Joint Agency Statement on Parallel-
Owned Banking Organizations



 

Examination Procedures 
Parallel Banking 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with parallel banking relationships, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

 

 

 

 

 

Transaction Testing 
 

 



 

 



 

 

 

  

EXPANDED EXAMINATION 
OVERVIEW AND PROCEDURES FOR 
PRODUCTS AND SERVICES 

Correspondent Accounts (Domestic) —  
Overview  

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with offering domestic correspondent account relationships, and management’s ability to 
implement effective monitoring and reporting systems. 

  Deposit accounts. 

  Funds transfers. 

  Other services. 

Bankers’ Banks 



 

 

 

 

  

 

 

 

 

Risk Factors 

Risk Mitigation 



  



 

 

 

 

 

 

Examination Procedures 
Correspondent Accounts (Domestic) 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with offering domestic correspondent account relationships, and management’s ability to 
implement effective monitoring and reporting systems. 

 

 

 

 

Transaction Testing 
 

  

  



 

 

  

 

 



 

 

 

 

 

 

 

 

 

Correspondent Accounts (Foreign) —  
Overview  

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks 
associated with foreign correspondent banking and management’s ability to implement 
effective due diligence, monitoring, and reporting systems.  This section expands the 
earlier core review of statutory and regulatory requirements of foreign correspondent 
account relationships in order to provide a broader assessment of the AML risks 
associated with this activity. 

 

 

 

 

 

 

 

 

Contractual Agreements 

Risk Factors 



 

 

Risk Mitigation 

Guidelines for Counter Money Laundering Policies and Procedures in Correspondent Banking 
Wolfsberg AML Principles for 

Correspondent Banking 



 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  



 

 

Examination Procedures 
Correspondent Accounts (Foreign) 

Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks 
associated with foreign correspondent banking and management’s ability to implement 
effective due diligence, monitoring, and reporting systems.  This section expands the 
earlier core review of statutory and regulatory requirements of foreign correspondent 
account relationships in order to provide a broader assessment of the AML risks 
associated with this activity. 

 

 

 

 

 

Transaction Testing 
 



 

 

 

 

 

 



 

Bulk Shipments of Currency — Overview 
Objective. Assess the adequacy of the U.S. bank’s systems to manage the risks 
associated with receiving bulk shipments of currency and management’s implementation 
of effective monitoring and reporting systems. 

Risk Factors 



 



 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

Risk Mitigation 

Id. 



 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  



 

 

 

Contractual Agreements 



 

 

 

 

 

 

 

 

 

  

Examination Procedures 
Bulk Shipments of Currency 

Objective Assess the adequacy of the U.S. bank’s systems to manage the risks 
associated with receiving bulk shipments of currency, and management’s ability to 
implement effective due diligence, monitoring, and reporting systems. 

  

  

  

  

  

  

  

  

Transaction Testing 
  



 

 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

U.S. Dollar Drafts — Overview  
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with U.S. dollar drafts, and management’s ability to implement effective monitoring and 
reporting systems. 

Risk Factors 

Risk Mitigation 

  

  

  

  



  

 

 

 

 

 

Examination Procedures 
U.S. Dollar Drafts 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with U.S. dollar drafts, and management’s ability to implement effective monitoring and 
reporting systems. 

 

 
 

 

 

 

Transaction Testing 
 



 

 

 

 

  



  

Payable Through Accounts — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with payable through accounts (PTA), and management’s ability to implement effective 
monitoring and reporting systems. 

. 

Risk Factors 



 

 

 

 

 

  

Risk Mitigation 

  

  

  ,

  

  



 

 

 

  

 

  

  

  



 

 

 

 

 

 

  

Examination Procedures 
Payable Through Accounts 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with payable through accounts (PTA), and management’s ability to implement effective 
monitoring and reporting systems. 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

Transaction Testing 
 

 
 

 
 

 
 



 

 

  

 

 



 

 

 

 

 

 

 

Pouch Activities — Overview  
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with pouch activities, and management’s ability to implement effective monitoring and 
reporting systems. 

Risk Factors 

  

  

  

  

  

  



 

 

 

 

 

 

 

  

Risk Mitigation 

  

  

  

  

  



 

Examination Procedures 
Pouch Activities 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with pouch activities, and management’s ability to implement effective monitoring and 
reporting systems. 

 

 

 

 

 

 

Transaction Testing 
 



 

 

 



 

 

 

 

 

 

  

 

Electronic Banking — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with electronic banking (e-banking) customers, including Remote Deposit Capture (RDC) 
activity, and management’s ability to implement effective monitoring and reporting 
systems. 

 Information Technology 
Examination Handbook

Risk Factors 

 

 

 

 

 

Risk Mitigation 

 Information Technology Examination Handbook



 

Remote Deposit Capture 

Authentication in an Internet Banking Environment



 

 

 

 

 

 

 

 

  

  

  

  

  

  

  



 

 

 

 

 

  

  

  

  



 

 

 

 

 

Examination Procedures 
Electronic Banking 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with electronic banking (e-banking) customers, including Remote Deposit Capture (RDC) 
activity, and management’s ability to implement effective monitoring and reporting 
systems. 

 

 

 

 

Transaction Testing 
 

 



 

 

Funds Transfers — Overview  
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with funds transfers, and management’s ability to implement effective monitoring and 
reporting systems. This section expands the core review of the statutory and regulatory 
requirements of funds transfers to provide a broader assessment of AML risks associated 
with this activity. 

Information Technology Examination Handbook.

Funds Transfer Services 

Information Technology Examination Handbook



 

 

 

 
 
 
 

 
 

 

 

  

  

  

  
  
  
  

  
  

  



 



 

 

 
 

 
  

 

 

  

  

Transparency and Compliance for U.S. Banking Organizations Conducting 
Cross-Border Funds Transfers

  Informal Value Transfer Systems
  Informal Value Transfer Systems Report to the Congress in Accordance with Section 

359 of the Patriot Act
  Interpretative Note to Special 

Recommendation VI: Alternative Remittance
  Combating the Abuse of Alternative Remittance Systems, International Best Practices



  

 

Risk Factors 



 

Risk Mitigation 

Due diligence and transparency regarding cover payment 
messages related to cross-border wire transfers



 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 



 

 

 

 

 

 

 

 

 

 

  

Examination Procedures 
Funds Transfers 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with funds transfers, and management’s ability to implement effective monitoring and 
reporting systems. This section expands the core review of the statutory and regulatory 
requirements of funds transfers to provide a broader assessment of AML risks associated 
with this activity. 

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

  

Transaction Testing 
  

 
 



 

 

 

  



 

Automated Clearing House Transactions — 
Overview 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with automated clearing house (ACH) and international ACH transactions (IAT) and 
management’s ability to implement effective monitoring and reporting systems. 

Automated Clearinghouse Activities — Risk Management Guidance.  

ACH Payment Systems 



 

 

 

 

 

 

 

 Originator. 

 Originating Depository Financial Institution (ODFI).  

 ACH Operator. 

 Receiving Depository Financial Institution (RDFI).  

 Receiver. 

 Gateway Operator (GO).  

International ACH Payments 



 

 

 

 

 

 

 

Definition of IAT 

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 
 

  

  

  

  

  

  

 

  

  

  

Third-Party Service Providers 



 

 

 

 

 

Risk Factors 

  

  

  

  



 

 

Risk Mitigation 

 



 

 

 

 

 

 

 

 

 
 

 

  

  

  

  

  

  

  

  

OFAC Screening 

2006 
NACHA Operating Rules



 

 Information Technology Examination Handbook

Information Technology Examination Handbook



 

 

 

 

 

Examination Procedures 
Automated Clearing House Transactions 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with automated clearing house (ACH) and international ACH transactions (IAT) and 
management’s ability to implement effective monitoring and reporting systems. 

 

 

 

 

 
 

 



 

 

 

 

 

Transaction Testing 
 

 

 



 

 

 

 

 

 

Electronic Cash — Overview  
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with electronic cash (e-cash), and management’s ability to implement effective 
monitoring and reporting systems. 

Information 
Technology Examination Handbook

Risk Factors 

  

  

  

  

  

Risk Mitigation 

Information Technology Examination Handbook



 

Prepaid Cards/Stored Value Cards 



 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

  

Examination Procedures 
Electronic Cash 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with electronic cash (e-cash), including prepaid cards, and management’s ability to 
implement effective monitoring and reporting systems. 

 

 

 

 

Transaction Testing 
 

 



  

Third-Party Payment Processors —  
Overview  

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with its relationships with third-party payment processors, and management’s ability to 
implement effective monitoring and reporting systems. 

Risk Factors 



 

 

 

  

Risk Mitigation 

  

  

  



 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

Examination Procedures 
Third-Party Payment Processors 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with its relationships with third-party payment processors, and management’s ability to 
implement effective monitoring and reporting systems. 

 

 

 

 

Transaction Testing 
 

 



 

 

 

  

Purchase and Sale of Monetary Instruments 
— Overview 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with monetary instruments, and management’s ability to implement effective monitoring 
and reporting systems. This section expands the core review of statutory and regulatory 
requirements for purchase and sale of monetary instruments in order to provide a 
broader assessment of the money laundering risks associated with this activity. 

Risk Factors 

Risk Mitigation 

  

  

  



 

 

 

 

  

Examination Procedures 
Purchase and Sale of Monetary Instruments 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with monetary instruments, and management’s ability to implement effective monitoring 
and reporting systems. This section expands the core review of statutory and regulatory 
requirements for purchase and sale of monetary instruments in order to provide a 
broader assessment of the money laundering risks associated with this activity. 

 

 

 

 
 

 



 

 

  

Transaction Testing 
 

 

 



 

Brokered Deposits — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with brokered deposit relationships, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

Risk Factors 

Risk Mitigation 



 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

Examination Procedures 
Brokered Deposits 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with brokered deposit relationships, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

 

 

 

 

Transaction Testing 
 

 



 

 

 

 

 

 

 

 

 



 

Privately Owned Automated Teller Machines  
— Overview  

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with privately owned automated teller machines (ATM) and Independent Sales 
Organization (ISO) relationships, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

Information Technology Examination Handbook

Sponsoring Bank 

Information Technology Examination Handbook



  
  

 

Risk Factors 

Risk Mitigation 

Application of the Definition of Money Services Business to 
Certain Owner-Operators of Automated Teller Machines Offering Limited Services,



 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

  

Examination Procedures 
Privately Owned Automated Teller Machines 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with privately owned automated teller machines (ATM) and Independent Sales 
Organization (ISO) relationships, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

 

 

 

 

Transaction Testing 
 

 
 

  

  

  

  

  



 

  

 

 



 

Nondeposit Investment Products — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with both networking and in-house nondeposit investment products (NDIP), and 
management’s ability to implement effective monitoring and reporting systems. 

Networking Arrangements 



 

In-House Sales and Proprietary Products 



 

Risk Factors 

Risk Mitigation 



 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  



 

 

 

  

  



 

 

 

 

Examination Procedures 
Nondeposit Investment Products 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with both networking and in-house nondeposit investment products (NDIP), and 
management’s ability to implement effective monitoring and reporting systems. 

 

 

 

 

 

 

Transaction Testing 

 

  



 

 

 

 

  

  

 



 

 

 

 
  

  

Insurance — Overview  
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with the sale of covered insurance products, and management’s ability to implement 
effective monitoring and reporting systems. 

AML Compliance Programs and Suspicious Activity 
Reporting Requirements for Insurance Companies 

 

 

 

Frequently 
Asked Question, Customer Identification Programs and Banks Serving as Insurance Agents



 

 

 

 

 

 

 

 
  

  

Insurance Industry Suspicious Activity Reporting: An 
Assessment of Suspicious Activity Report Filings

Risk Factors 

  

  

  

  

  

  

Anti-Money Laundering Program and 
Suspicious Activity Reporting Requirements for Insurance Companies

Guidance Paper on Anti-Money 
Laundering and Combating the Financing of Terrorism



 

 

 

 

 

 

  

Risk Mitigation 

  

  

  

  

  

  



 

 

 

 

Examination Procedures 
Insurance 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with the sale of covered insurance products, and management’s ability to implement 
effective monitoring and reporting systems. 

 

 

 

 

 

Transaction Testing 

 

 
  



 

 



 

 

 

 

 

 

Concentration Accounts — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with concentration accounts, and management’s ability to implement effective monitoring 
and reporting systems. 

Risk Factors 

Risk Mitigation 

  

  

  

  

  



 

 

 

 

 

 

 

 

 



 

 

 

 

Examination Procedures 
Concentration Accounts 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with concentration accounts, and management’s ability to implement effective monitoring 
and reporting systems. 

 

 

 

 

 

Transaction Testing 
 

 



 

 

 

 

 

 

Lending Activities — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with lending activities, and management’s ability to implement effective due diligence, 
monitoring, and reporting systems. 

Risk Factors 

  

  

  

  

  

Risk Mitigation 



 



 

 

 

 

 

Examination Procedures 
Lending Activities 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with lending activities, and management’s ability to implement effective due diligence, 
monitoring, and reporting systems. 

 

 

 

 

Transaction Testing 
 

 



 

 

 

 

 

 

Trade Finance Activities — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with trade finance activities, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

 Applicant. 

 Issuing Bank. 

 Confirming Bank. 

 Advising Bank. 

 Beneficiary.  



 

 

 

 

 

 

 

 

  Negotiation.  

  Nominated Bank. 

  Accepting Bank. 

  Discounting Bank. 

  Reimbursing Bank. 

  Paying Bank. 

Risk Factors 

Trade Based Money Laundering,



 

 

Risk Mitigation 

Trade Based Money Laundering, 

The Wolfsberg Trade Finance Principles



 

 

 

 

 

  

  

  

  



 

 

 

 

 

 

 

  

  

  

  

  

  



 

Examination Procedures 
Trade Finance Activities 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with trade finance activities, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems. 

 

 

 

 

 

Transaction Testing 
 

 

 



 

 

 

 

 

  

Private Banking — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with private banking activities, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems.  This section expands the core review of the 
statutory and regulatory requirements of private banking in order to provide a broader 
assessment of the AML risks associated with this activity. 

  

  

  

  

  



 

 

 

 

 

 

 

 

 

  

 

 

 

Risk Factors 

 

 

 

 

 

 

Risk Mitigation 



 

 

 

 

 

 

  

  Nature of the customer’s wealth and the customer’s business.  

  Purpose and anticipated activity. 

  Relationship. 

  Customer’s corporate structure.  

  Geographic location and jurisdiction. 

  Public information.  



 

 

 

 

 

 

 

  

 

 

 

 

 

 

 



  



 

 

  

Examination Procedures 
Private Banking 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with private banking activities, and management’s ability to implement effective due 
diligence, monitoring, and reporting systems.  This section expands the core review of the 
statutory and regulatory requirements of private banking in order to provide a broader 
assessment of the AML risks associated with this activity. 

 

 

 

 

 

 

Transaction Testing 
 



 

 

 

 

 

 

 

 

 

 

 

  

 

 



  

Trust and Asset Management Services —  
Overview  

Objective. Assess the adequacy of the bank’s policies, procedures, processes, and 
systems to manage the risks associated with trust and asset management230 services, and 
management’s ability to implement effective due diligence, monitoring, and reporting 
systems. 

Customer Identification Program 



 

 

 

 

 

 

 

  

Risk Factors 

 

 

 

 

 

 

 

Id. 



 

 

  

 

 

Risk Mitigation 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
 

  

  

  

  

  

  

  

  

  

  

  

  

  

  



 

 

  

  

  



 

Examination Procedures 
Trust and Asset Management Services 

Objective. Assess the adequacy of the bank’s policies, procedures, processes, and 
systems to manage the risks associated with trust and asset management239 services, and 
management’s ability to implement effective due diligence, monitoring, and reporting 
systems. 

 

 

 

 

 

 



 

 

 

 

 

Transaction Testing 
 

  
 

 



  

EXPANDED EXAMINATION 
OVERVIEW AND PROCEDURES FOR 
PERSONS AND ENTITIES 
Nonresident Aliens and Foreign Individuals 

— Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with transactions involving accounts held by nonresident aliens (NRA) and foreign 
individuals, and management’s ability to implement effective due diligence, monitoring, 
and reporting systems. 

Risk Factors 



 

 

 

 

 

  

  

Risk Mitigation 

 

 

 

 

 

Withholding of Tax on Nonresident Aliens and Foreign Entities



 

 

 

 

 

  

Examination Procedures 
Nonresident Aliens and Foreign Individuals 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with transactions involving accounts held by nonresident aliens (NRA) and foreign 
individuals, and management’s ability to implement effective due diligence, monitoring, 
and reporting systems. 

 

 

 

 

Transaction Testing 
 

 



 

 

  

 



 

 

 

 
 

 

 

 

Politically Exposed Persons — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with senior foreign political figures, often referred to as “politically exposed persons” 
(PEP), and management’s ability to implement effective risk-based due diligence, 
monitoring, and reporting systems. If the relationship is a private banking account 242 

refer to core overview section, “Private Banking Due Diligence Program (Non-U.S. 
Persons),” pages 130 to 134, for guidance. 

  

  

  
  

  

Guidance on Enhanced Scrutiny for Transactions that may Involve the Proceeds for Foreign Official 
Corruption



 

 

 

 

 

   
 

 

  

  

  

  

  

Guidance to Financial Institutions on Filing Suspicious Activity Reports 
regarding the Proceeds of Foreign Corruption, 



 

 

 

 

 

Risk Factors 

Risk Mitigation 

  

  

  

  



 

 

 

 

 

 

  

  

  

  

  



 

 
 

 

 

Examination Procedures 
Politically Exposed Persons 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with senior foreign political figures, often referred to as “politically exposed persons” 
(PEP), and management’s ability to implement effective risk-based due diligence, 
monitoring, and reporting systems. If the relationship is a private banking account 247 

refer to core overview section, “Private Banking Due Diligence Program (Non-U.S. 
Persons,” pages 130 to 134, for guidance. 

 

 

 

 

 

Transaction Testing 
 

  
  

  



 

 

 

 

 
 

 



 

 

 

Embassy and Foreign Consulate Accounts —  
Overview  

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with transactions involving embassy and foreign consulate accounts, and management’s 
ability to implement effective due diligence, monitoring, and reporting systems. 

Risk Factors 

 

 



 

 

 

 

  

  

  

Risk Mitigation 



 

 

 

  

Examination Procedures 
Embassy and Foreign Consulate Accounts 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with transactions involving embassy and foreign consulate accounts, and management’s 
ability to implement effective due diligence, monitoring, and reporting systems. 

 

 

 

 

 

Transaction Testing 
 

 
 



  

 



 

 

 

 

 

 

Nonbank Financial Institutions — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with accounts of nonbank financial institutions (NBFI), and management’s ability to 
implement effective monitoring and reporting systems. 

  

  

  

  

  

de facto 

Risk Factors 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

Risk Mitigation 

 

 

 

 

 

 



 

 

  

 

 

 

Providing Banking Services to 
Money Services Businesses 

Registration and De-Registration of Money Services Businesses



 

 

 

 

 

 

 

 

  
de facto 

  

  

  

  

  

  



  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

Bank Secrecy Act/Anti-
Money Laundering Examination Manual for Money Services Businesses 



 

 

 

 

 

  

 

 

  

 
 

 

  

  

  

  

  

  

  

  

  

  



 

 

 

   

  

 
 



 

 

 

 

 

Examination Procedures 
Nonbank Financial Institutions 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with accounts of nonbank financial institutions (NBFI), and management’s ability to 
implement effective monitoring and reporting systems. 

 

 

 

 

Money Services Businesses 
 

 



 

 

 

 

 

Transaction Testing 
 

  



 

 

 

  

Professional Service Providers — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with professional service provider relationships, and management’s ability to implement 
effective due diligence, monitoring, and reporting systems. 

Risk Factors 

  

  

  

Risk Mitigation 



  



 

 

 

  

Examination Procedures 
Professional Service Providers 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with professional service provider relationships, and management’s ability to implement 
effective due diligence, monitoring, and reporting systems. 

 

 

and

 

 

Transaction Testing 
 



  

 



 

 

 

 

 

 

 

Nongovernmental Organizations and  
Charities — Overview  

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with accounts of nongovernmental organizations (NGO) and charities, and 
management’s ability to implement effective due diligence, monitoring, and reporting 
systems. 

Risk Factors 

Risk Mitigation 

 

 

 

 

 

Anti-Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-Based Charities



 

 

 

 

 

 

 

 

 

  

  

  

 

  

  

  

  

  



 

 

 

 

 

 

Examination Procedures 
Nongovernmental Organizations and Charities 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with accounts of nongovernmental organizations (NGO) and charities, and 
management’s ability to implement effective due diligence, monitoring, and reporting 
systems. 

 

 

 

 

Transaction Testing 
 

 



 

 

 

  

 

Business Entities (Domestic and Foreign) — 
Overview 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with transactions involving domestic and foreign business entities, and management’s 
ability to implement effective due diligence, monitoring, and reporting systems. 

Domestic Business Entities 

Potential Money Laundering Risks Related to Shell Companies

Company Formations — Minimal Ownership Information is Collected and Available

Failure to Identify Company Owners Impedes Law Enforcement

Tax Haven Abuses: The Enablers, The Tools & Secrecy



 

 

 

 

 

 

 

 

 

 

Foreign Business Entities 

 

 

 

 

 

 

 

 

 



 

 

Nominee Incorporation Services 

U.S. Money Laundering Threat Assessment



 

 

 

Risk Factors 

 

The Misuse of Corporate Vehicles, Including Trust and Company Service 
Providers, 



 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

Risk Mitigation 



 



 

 

 

 

 

Examination Procedures 
Business Entities (Domestic and Foreign) 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with transactions involving domestic and foreign business entities, and management’s 
ability to implement effective due diligence, monitoring, and reporting systems. 

 

 

 

 

 

 

Transaction Testing 
 



 

 

 

 

 
 

 

 

 



 

 

 

 

 

 

 

 

 

Cash-Intensive Businesses — Overview 
Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with cash-intensive businesses and entities, and management’s ability to implement 
effective due diligence, monitoring, and reporting systems. 

 

 

 

 

 

 

 

 

Risk Factors 

Risk Mitigation 



 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

 



 

 

 

 

 

 

Examination Procedures 
Cash-Intensive Businesses 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated 
with cash-intensive businesses and entities, and management’s ability to implement 
effective due diligence, monitoring, and reporting systems. 

 

 

 

 

Transaction Testing 
 

  



 

Appendix A: BSA Laws and Regulations 
Statutes 

et seq.

Regulations 

 
 

 
 

 
 



 

 
  

 

 
 

 

 
 
 

  
 

 
 

 

 
 

 
 

 
 

 

 
 

 

 
 

 
 

 

 
 

 
 

 

 
 

 

 
 



 

 
 

 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 

 
 

 



 

 
 
 

 
 

 

 
 
 
 

 
 

 

 
 

  
 

 
 

 
 

 
 

 

 
 

 
 

 

 
 

 
 

 

 
 

 



 

 
 

 
 

 
 

 
 

 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 
 

 
 

 
 

 

 
 

 
 



 

 
 

 
 

 
 

 

 
 

 
 



 

Appendix B: BSA/AML Directives 
Board of Governors of the Federal Reserve System 

Federal Deposit Insurance Corporation 

National Credit Union Administration 

Office of the Comptroller of the Currency 



 

Office of Thrift Supervision 



 

Appendix C: BSA/AML References 
Web Sites 

Manuals or Handbooks 
Federal Reserve Commercial Bank Examination Manual 

Federal Reserve Bank Holding Company Supervision Manual 

Federal Reserve Examination Manual for U.S. Branches and Agencies of Foreign 
Banking Organizations 

Federal Reserve Guidelines and Instructions for Examinations of Edge Corporations 

FDIC Manual of Examination Policies 

NCUA Compliance Self-Assessment Manual 

NCUA Examiner’s Guide 

OCC Comptroller’s Handbook — Asset Management 

OCC Comptroller’s Handbook — Community Bank Supervision 

OCC Comptroller’s Handbook — Compliance 



 

 

 

 

 

 

 

 

 

OCC Comptroller’s Handbook — Large Bank Supervision 

OCC Money Laundering: A Banker’s Guide to Avoiding Problems 

OTS Examination Handbook 

Other Materials 
Federal Financial Institutions Examination Council (FFIEC) 

 BSA/AML Examination Manual

 Information Technology Handbook

U.S. Government  

Financial Crimes Enforcement Network (FinCEN) 

  Federal Register

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Basel Committee on Banking Supervision (BCBS) 

  

  

  

  

  

  

  

Financial Action Task Force on Money Laundering (FATF) 

 

 

 

 

 

 

 

 

 

The Clearing House Payments Co., LLC  



 

 

 

 

 

 

 

 

 

 

 

 

NACHA — The Electronic Payments Association (NACHA) 

 

  

  

The Wolfsberg Group 

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Appendix D: Statutory Definition of  
Financial Institution  

  

  

  

  

  

  

  
et seq.). 

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

et seq.



 

 

 

Appendix E: International Organizations 

  The Financial Action Task Force on Money Laundering (FATF)

  The Basel Committee on Banking Supervision



 

 

 

 

 

 

 

 

 

Appendix F: Money Laundering and  
Terrorist Financing “Red Flags”  

Potentially Suspicious Activity That May Indicate 
Money Laundering 

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

  

  

  

  

  

  

  

  

  

  

  

  

Guidance to Financial Institutions on the Repatriation of Currency 
Smuggled into Mexico from the United States
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Potentially Suspicious Activity That May Indicate 
Terrorist Financing 

Guidance for Financial Institutions in Detecting Terrorist Financing



 

 

 

 

 

 

 

 

 

 

 

 

 
  

  

  

  

  

  

  

  

  

  

  



 

 

 

 

 

 

  

  

  

  

  



 

 

 

 

Appendix G: Structuring 

  

  

  



 



 

 

 

 

 

 

 

 

 

Appendix H: Request Letter Items  
(Core and Expanded)  

Core Examination Procedures 

may

_  

_  

_  

_  

_  

_  
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_  

(Examiner to insert a period of time appropriate for the size and 
complexity of the bank.) 

_  

_  

_  

_  

_  
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_  

Examiner to insert a period of time appropriate for the size and complexity 
of the bank.) 

_  

_  

_  

_  

_  

_  

_  

_  



 

 

 

 

 

 

 

 

 

_  

_  

_  
(Banks must report all blockings within ten 

days by filing a Report of Blocked Transactions.) 

_  

_  (OFAC has the authority, 
through a licensing process, to permit certain transactions that would otherwise be 
prohibited under its regulations.  If a bank’s customer claims to have a specific 
license, the bank should verify that the transaction conforms to the terms of the 
license and obtain a copy of the authorizing license.) 

_  

_  
(Banks must report all blocked assets to OFAC annually by September 

30.) 



 

 

 

 

 

 

 

 

 

 

 

 

Expanded Examination Procedures 

may
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_  
Examiner to insert a period of time appropriate for the size and complexity of the 

bank.) 

_  

_  

_  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

_ 

_  

_  

_  

_  

_  

_  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

_  

_  

_  

_  

_  

_  

_  

_  
(Examiner to insert a period of time appropriate for the size and 

complexity of the bank.) 

_  

_  

_  

_  



 

 

 

 

 

 

 

 

 

 

 

 

 

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  

_  



 

 

 

_  

_  



   

 

 

  

Appendix I: Risk Assessment Link to the  
BSA/AML Compliance Program  

Risk Assessment 

Risk-Based BSA Compliance Program 

Identify & Measure Risk: 
• Products  

• Services  

• Customers  

• Geographic locations 

Internal Controls 

Risk Assessment Link to the BSA/AML Compliance Program 

• Internal controls 

•  Audit  

• BSA compliance officer 

• Training 

Develop Applicable: 
• Policies 

• Procedures 

• Systems  

• Controls 

Result: 



  

Appendix J: Quantity of Risk Matrix 

Low Moderate High 



  

Low Moderate High 



  

Low Moderate High 



   

 
 

     
   

 

 

  

 

   
 

  

     
     
             
   

     
 

  

Appendix K: Customer Risk Versus Due 
Diligence and Suspicious Activity Monitoring 
FOR ILLUSTRATION ONLY 

Customer Risk versus Due Diligence and Suspicious Activity Monitoring 

Certain customer relationships may pose a higher risk than others.  This chart provides an example of how a bank 
may stratify the risk profile of its customers (see legend and risk levels).  Because the nature of the customer is 
onlyone variable in assessing risk, this simplified chart is for illustration purposes only.  The chart also illustrates 
the progressive methods of due diligence and suspicious activitymonitoring systems that banks may deploy as 
the risk level rises.  (See Observed Methods, below.) 
Observed Methods of Due Diligence 
and Suspicious Activity Monitoring: 
Customized transaction 
profile with tailored 
monitoring against 
transaction profile 

Source ofwealth statement, 
financial statement 

Unique profile specific to 
products and services used  
by customer 

Basic profile, generic 
threshold monitoring 

1 2 3 4 5 6 7 8  

Risk Level: 

High 

Medium 

Low 

Legend:  Types of Customers / Accounts 

1   Resident ConsumerAccount (DDA, Savings, Time, CD) 5   Nonresident Alien Offshore Investor 
2   Nonresident Alien Consumer Account (DDA, Savings, Time, CD) 6    High Net Worth Individuals (Private Banking) 
3 Small Commercial and Franchise Businesses 7 Multiple Tiered Accts (MoneyManagers, Financial 
4   Consumer Wealth Creation (at a threshold appropriate Advisors, “Payable Through”Accounts) 

to the bank's risk appetite) 8 Offshore and Shell Companies 



 

 

Appendix L: SAR Quality Guidance 
Guidance on 

Preparing a Complete & Sufficient Suspicious Activity Report Narrative

Suggestions for Addressing Common Errors Noted in Suspicious Activity 
Reporting 

Who is conducting the suspicious activity? 

What instruments or mechanisms are being used to facilitate  
the suspect transactions? 



 

When did the suspicious activity take place? 

Where did the suspicious activity take place? 

Why does the filer think the activity is suspicious? 

How did the suspicious activity occur? 

A bank should not include any supporting documentation with a filed SAR nor use 
the terms “see attached” in the SAR narrative. 



 

Appendix M: Quantity of Risk Matrix —  
OFAC Procedures  

Low Moderate High 



 

Low Moderate High 



 

Appendix N: Private Banking —  
Common Structure  

Private Banking — 
Common Structure 



 

 

 

 

 

 

 

 

Appendix O: Examiner Tools for  
Transaction Testing  

Currency Transaction Reporting and 
Suspicious Activity Reporting 

to be determined by the examiner

  

  

  

Funds Transfer Monitoring 

  

  

  

  



 

 

 

 

Adequacy of Deposit Account Information and 
Trust and Asset Management Account Information 

  

  

  

Testing of Currency-Shipment Logs for 
Unusual Activity 



 

 

 

 

 

 

 

 

 

 

 

Nonresident Aliens and Foreign Individuals 

 

 

 

Funds Flow Reports 

 

 

 

 

 

 

 



 

 

 

 

 

 

  

Appendix P: BSA Record Retention  
Requirements  

This appendix is provided as a summary listing.  For comprehensive and current BSA 
record retention requirements, refer to U.S. Treasury/FinCEN regulations found at 31 
CFR 103. These BSA record retention requirements are independent of and in addition 
to record retention requirements under other laws. 

Five-Year Retention for Records as Specified Below 

 

 

 

 

 



 

 

 

 

 

 

  

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

 

  

  

  

  

  

  

  

  

  

Bank acting as an originator’s bank.  

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

  

 

Bank acting as an intermediary bank or a beneficiary’s bank.  

 

Exceptions. 

 

 

 

 

 

 

 

any

Exceptions. 



 

 

 

 

 

 

 

 

 

 

  

  

  

  

  

  

  

  

  

  

  



 

  

  



  

Appendix Q: Acronyms 



  



  



  



  



 

 

Appendix R: Enforcement Guidance 
Interagency Statement on Enforcement of Bank Secrecy 
Act/Anti-Money Laundering Requirements



 

 

 

 

 

 

 

 

  

  

  

  

  

  

  



 

 

 

 

 

 

  

  

Failure to establish and maintain a reasonably designed BSA Compliance Progra m. 

  

  

  



 

Failure to correct a previously reported problem with the BSA Compliance 
Program. 



 

Other enforcement actions for BSA Compliance Program deficiencies.  

Suspicious activity reporting requirements.  



 

 

 

 

 

  

  

  

  

Other BSA reporting and recordkeeping requirements.  

FFIEC BSA/AML Examination Manual

Enforcement actions for nonprogram BSA/AML requirements.  

  
 

 



   

  

 

 

 

 

 

 

 

 

 

 

 

 

  

 

Appendix S: Key Suspicious Activity Monitoring Components 

Appendix S: Key Suspicious Activity  
Monitoring Components  

Identification of 
Unusual Activity 

(Employee 
identification, 
law enforcement 
inquiries, 
other referrals, 
transaction, and 
surveillance 
monitoring systems) 

Alert 
Management 

SAR Decision 
Making 

SAR Completion 
and Filing 

FFIEC BSA/AML Examination Manual S–1 04/29/2010 
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